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If your website captures any visitor data such as contact or payment 
details, you should ensure that the information is safe and that your 
customers can be confident of your online security levels. This type of 
security can be achieved through the use of a combination of online 
security tools:

l 	�Secure Sockets Layer (SSL) Certificates

l Trust Seals

l Premium DNS Security

l DNSSEC

To assist you in organising adequate levels of online security for your 
company, NetNames can provide any of the above tools for your domain 
names and websites.

According to recent surveys:
• �80% of online shoppers want 	

more assurance that their 
information is secure (i) 

• �87% of online shoppers are 
familiar with website security (ii)

• �As many as 40,000 websites are 
compromised per week (iii)

Source: (i) Javelin Strategy; (ii) Synovate/GMI; (iii) Google.
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When information travels across online networks without SSL 
encryption, that data can be intercepted by potential identity thieves 
or fraudsters. Secure Sockets Layer (SSL) Certificates are used to 
encrypt data and authenticate parties, so that only those authorised 
are able to access and make use of the data.

An SSL Certificate is typically created for a particular server in a specific 
domain and is verified against a particular business entity. It acts like a 
passport or a driving licence and can only be issued by a trusted Certificate 
Authority (such as VeriSign), which performs identity checks to the required 
level for each Certificate.

How do SSL Certificates work?

SSL Certificates work by using a public key to encrypt information and a 
private key to decipher it. When a browser points to a secured domain, 	
an SSL handshake happens between the server and the client, and 
establishes both an encryption method and creates a unique session key, 
which is used to encrypt message data between the two parties. The user 
can then begin a secure session that guarantees message integrity.

If you do not already have SSLs for your e-commerce websites, NetNames 
can provide you with a number of different options:

l 	�Domain Validated (DV) SSL Certificates: The Certificate Authority 
authenticates the right of the applicant to use a specific domain. 
Corporate information is not vetted or displayed on the Certificate

l 	�Organisation Validated (OV) Certificates: The Certificate Authority 
conducts some organisational vetting as well as verifying the right of 	
the applicant to use a specific domain. Company information is displayed 
on the Certificate

l 	�Extended Validation (EV) Certificates: The Certificate Authority 
undertakes an extensive vetting of the applicant organisation including 
verifying the legal, physical and operational existence of the entity, 
matching the entity with official records, confirming that the applicant 
has exclusive rights to use the domain and verifying that the real 
applicant has authorised the issuance of the Certificate

Free SSL Certificate audit

NetNames can check the status of your SSL Certificates by offering you a 	
no obligation SSL Certificate audit to highlight:

l 	�The number of SSL Certificates on your websites (on external sites only) 

l 	�Current providers of your SSL Certificates 

l 	�The expiration date of your SSL Certificates

If you would like to know more information about commissioning a free 
audit of your Certificates please contact NetNames. 

The Domain Name System (DNS) is vital for directing not only website 
traffic to the right place, but also email to the correct inboxes. As 
such, a failure in the DNS has the potential to eradicate your entire 
online business presence from the world wide web as well as bringing 
your email and e-commerce capabilities to a halt.

Organisations cannot afford to have their online presence unavailable for any 
length of time. It is therefore imperative that businesses choose a domain 
registrar that uses a robust, highly available and sufficiently secure and 
robust DNS infrastructure. 

NetNames can provide you with access to one of the world’s largest DNS 
networks, giving you a robust defence against outage threats – as well as 
offering rapid query response rates.

This extensive mesh of 16 synchronised DNS server nodes, distributed across 
six continents, provides NetNames’ clients with unprecedented levels of 
performance and resilience. It also provides the reassurance of knowing 	
your website addresses are hosted on a resilient network of servers located 
in multiple data centres, offering ultra fast delivery of mail and web content 
regardless of where your users or customers are based.

SSL Certificates DNS Security
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When the current DNS architecture was originally deployed in 1983 
the focus was on ensuring scalability and distributed management, 
security was a secondary concern. Over the years security of the DNS 
infrastructure has become increasingly important as a number of high 
profile incidents have come to light.

In 2003 the United States Government highlighted the DNS system as 
one of the key weaknesses in its ‘National Strategy to Secure Cyberspace’ 
whitepaper. This led to the development of a number of security propositions 
concerning the DNS infrastructure, one of them being DNSSEC.

DNSSEC stands for ‘Domain Name System Security Extensions’. Its intent 	
is to protect Internet users from ‘cache poisoning’ attacks. In these DNS 
attacks the Internet user, whilst clicking on a hyperlink, is diverted to a 	
rogue IP address.

In July 2010 the domain name system’s root zone was digitally signed, 
placing DNSSEC at the top of the DNS hierarchy. .Com was also recently 
signed along with other major TLDs. The signing is significant because 	
it means that when an individual types in a domain name (such as 	
example.com), they are able to trust the domain name because they trust 	
the root zone.

How will DNSSEC improve online security?

In simple terms DNSSEC will ensure that the data on IP addresses and 
domain names comes from a verified source, putting an end to redirection 
attacks. Effectively, the integrity of the DNS will be ensured because the 
data served by each server in the DNS hierarchy will be digitally signed. 	
A name server or client resolving a name can therefore check the integrity 	
of the data at each level i.e. root, .com, example.com, www.example.com. 	
If it does not get the correctly signed response then it will not make 	
the connection.

Currently a small number of registries have already adopted the DNSSEC 
security extensions and NetNames will support DNSSEC for any TLDs 	
which use it now and in the future. 

Whilst SSL Certificates can underpin the security of online 
transactions, they cannot give assurance to your customers that the 
branded goods they purchase online are genuine products from your 
organisation or your authorised resellers. Trust Seals can do this 
however, and should therefore be factored into the overall security 
needs for your website(s). 

What are Trust Seals?

If your organisation conducts business and transactions with your customers 
online (either via your own websites or through the websites of authorised 
resellers) you will know that the amount of confidence that consumers 
have in the website(s), is the overriding factor in whether a consumer will 
purchase your goods or not. 

Trust Seals can help build this confidence as they are a visible means of 
authenticating that the goods sold online are legitimate, or that the owner 
of the website has been authorised by you – the brand owner – to sell your 
products or services.

When a Trust Seal is displayed on a website, it means that both the brand 
owner and a trusted third party have verified the business or individual 
identity of the website. (Visitors may also click on the seal to confirm the 
information.) The Trust Seal also means that the website has passed a daily 
malware scan to encourage visitors to click on the website with confidence. 

Trust Seals can be provided as part of an SSL package or as stand-alone 
privacy seals or business seals for your websites.

For more information about Trust Seals, please contact us today. 

Trust Seals bring trust to 	
resellers, distributors and affiliate 
businesses by helping them 	
establish credibility online.
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“	�We posted the VeriSign Secured Seal on the payment pages and found that completed 
sales rose by approximately 10% in comparison to the previous week’s results. ”

Warren Jonas, Head of Service Management, Opodo
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